PERSONAL DATA PROCESSING POLICY
General Provisions
This Personal Data Processing Policy (the “Policy”) governs the legal relations concerning the processing of personal data between LLP “IBC Global (AiBiSi Global)”, BIN 230740021619, Republic of Kazakhstan, 050042, Almaty, BC “Promenade”, 44a Abay Avenue, Office A3 (the “Company”), the Company’s agent in the Russian Federation — Sole Proprietor Stanislav Marselevich Akhmedzyanov, TIN 745301540155 (the “Agent”), and the user of the website (the “User”).
In processing personal data, the Company and the Agent are guided by the Law of the Republic of Kazakhstan dated 21 May 2013 No. 94‑V “On Personal Data and Their Protection”, the Federal Law of the Russian Federation dated 27 July 2006 No. 152‑FZ “On Personal Data”, as well as other legislative acts of the Republic of Kazakhstan and the Company’s internal normative legal acts.
All questions regarding this Policy and/or personal data processing shall be sent to the Company’s centralized email address: info@caws.asia.
1. Terms and Definitions
1.1. “User” means a legally capable individual aged 18 or older who wishes to order the Company’s services, leave a comment, register on the Website, or perform other actions provided by the functionality of the Company’s online resource.
1.2. “Website” or the “Company’s online resource” means the site at https://caws.asia/, including all domain levels, owned by the Company and forming part of the Company’s software.
1.3. “Personal Data” means any information relating to an identified or identifiable individual, recorded on electronic, paper and/or other tangible media, or as directly defined in the legislation of the Republic of Kazakhstan.
1.4. “Processing of Personal Data” means any action (operation) or a set of actions (operations) performed with Personal Data with or without the use of automation tools, including collection, receipt, recording, systematization, accumulation, storage, clarification (updating, amendment), extraction, use, transfer (dissemination, provision, access), anonymization (de‑identification), blocking, erasure, and destruction of Personal Data.
1.5. All other terms and definitions used in the Policy shall be interpreted in accordance with the legislation of the Republic of Kazakhstan in force.
2. Consent to the Policy
2.1. The User agrees to the Policy by ticking the box in the Website dialog window “I consent to the processing of personal data” and/or by entering their first name (surname — at the User’s discretion), email address, and mobile phone number in the dialog windows provided by the Website functionality.
2.2. Do not use the Website if you do not agree with the provisions and scope of the Policy.
3. Scope of Application
3.1. The Policy defines the procedure for processing the Website Users’ Personal Data, the conditions and principles of processing, Users’ rights and the Company’s obligations, and information on the measures implemented to protect the Personal Data processed.
3.2. The Policy applies to all Personal Data provided by the User.
3.3. The Policy applies only to the Company’s Website. The Company does not control and is not responsible for third‑party websites to which the User may navigate via links available on the Company’s Website.
3.4. The Company processes the data provided by the User for the following purposes (including but not limited to, depending on the functionality and the User’s purposes when using the Website):
(a) communication on the User’s request, consulting on the Company’s services, satisfying the User’s inquiry — for 3 years from the date of the last active action;
(b) evaluation and analysis of the operation of the Company’s Website, improvement of service quality — until consent is withdrawn, or for 3 years from the date of the last active action;
(c) analysis of the audience, its preferences and interests, and other marketing research, including with the involvement of third parties as contractors (service providers, consultants) — until consent is withdrawn or for 3 years from the date of the last active action;
(d) provision of other services and features available for use via the Website.
4. User Rights
4.1. The User’s consent to the processing of Personal Data is valid from the date such consent is granted until the purposes of processing are achieved or until the User withdraws consent, unless otherwise provided by the legislation of the Republic of Kazakhstan.
4.2. Under the legislation of the Republic of Kazakhstan, the User has the right to receive information regarding the processing of their Personal Data; to have data rectified; to receive information on the provision of Personal Data to third parties; to demand cessation of processing and/or deletion of Personal Data; to appeal actions (inaction) and decisions of the Company related to Personal Data processing; and to withdraw consent to the processing and transfer of Personal Data, except where Personal Data are processed on the basis of law or on grounds other than consent.
[bookmark: _GoBack]4.3. The User may at any time withdraw the consent granted to the Company in accordance with the legislation of the Republic of Kazakhstan and the Russian Federation. Address for sending a withdrawal statement regarding personal data processing: info@caws.asia.
4.4. The User may restrict or prohibit the use of cookies by applying the relevant settings of their browser. Please note that disabling cookies may in some cases lead to limited functionality of the Website.
5. Processing of Personal Data
5.1. Users’ Personal Data are processed by the Company.
5.2. When using the Website’s functionality, the User may provide, and the Company may process, the following categories of Personal Data: publicly available data; special categories, excluding biometric and genetic data; as well as other Personal Data not belonging to publicly available or special categories.
5.3. We process the minimum necessary Personal Data for the purposes provided in the Policy, including but not limited to (depending on the Website’s functionality):
(a) personal information: first name, surname;
(b) contact information: the User’s email address and mobile phone number;
(c) the User’s affiliation with a legal entity, company, or business segment;
(d) information from feedback forms, complaints, and reviews: the content of the submission (if it contains Personal Data);
(e) additional information (which in certain cases may be collected automatically depending on the Website’s functionality and the User’s browser settings): IP address, cookies, geolocation, information on Website visits provided by analytics services (e.g., Yandex Metrica and Google Analytics, or similar), usage and settings information, device information, server event log data, and other system‑level information.
5.4. By providing their Personal Data, the User consents to their processing (until the User withdraws consent), including collection, storage, anonymization, transfer to third parties in the cases provided by the Policy and the legislation of the Republic of Kazakhstan, for the purposes of providing the User with advertising and reference information and services in accordance with the Website’s functionality and for other purposes provided by the Policy and the legislation of the Republic of Kazakhstan.
6. Protection of Personal Data
6.1. The Company does not verify the data provided or specified by the User. Accordingly, when providing Personal Data the User:
(a) is a legally capable person;
(b) provides accurate information about themselves (or about an incapacitated person they represent);
(c) independently maintains the Personal Data provided in an up‑to‑date condition; and
(d) understands that information posted by the User on the Website may become available to other persons and may be copied or disseminated by such users in the cases provided by the Policy.
6.2. The Company processes Personal Data based on the following principles:
(a) lawfulness;
(b) limiting the processing of Personal Data to the achievement of specific, pre‑defined, lawful purposes;
(c) preventing processing of Personal Data incompatible with the purposes of collection and/or storage of data obtained from the User;
(d) matching the content and volume of processed Personal Data to the purposes of processing;
(e) preventing the processing of data excessive for the purposes of processing;
(f) ensuring the accuracy, sufficiency, and relevance of Personal Data in relation to the purposes of processing; and
(g) destruction or anonymization of Personal Data to prevent disclosure upon achievement of processing purposes, loss of necessity for such processing, upon receipt of the User’s demand for destruction of Personal Data, or upon receipt of a statement withdrawing consent to personal data processing.
6.3. In processing Personal Data, the Company takes the necessary and sufficient organizational and technical measures to protect Personal Data from unlawful access and other unlawful actions as provided by the legislation of the Republic of Kazakhstan and by its internal policies and procedures.
6.4. Processing of Users’ Personal Data by the Company is carried out subject to the following:
(a) processing of Personal Data is carried out using databases located in the territory of the Republic of Kazakhstan;
(b) processing of Personal Data is carried out both with and without the use of automated means;
(c) the Company undertakes not to transfer information received from the User to third parties, except in cases specifically stipulated in the Policy or directly provided for by the legislation of the Republic of Kazakhstan;
(d) storage of Users’ Personal Data is carried out on electronic media, and for the purposes of fulfilling obligations to Users may be carried out on physical media after extraction of Personal Data; and
(e) storage of Personal Data is carried out for a period objectively necessary to fulfill obligations to Users.
7. Transfer of Personal Data
7.1. Certain Personal Data, namely personal, contact, and payment information, may be transferred to legal entities or sole proprietors engaged by the Company to fulfill obligations to Users, as well as for other purposes provided by the Policy and/or the legislation of the Republic of Kazakhstan.
7.2. Where it is necessary to transfer Users’ Personal Data to third parties — the Company’s partners — such transfer shall be carried out subject to the following conditions:
(a) the third party — the Company’s partner — ensures confidentiality of Personal Data in their processing and use and undertakes not to disclose the data to other persons and not to disseminate Users’ Personal Data without their consent;
(b) the third party — the Company’s partner — guarantees compliance with the following measures to ensure the security of Personal Data in processing: use of information security tools; detection and recording of facts of unauthorized access to Personal Data and adoption of measures to restore Personal Data; restriction of access to Personal Data; control and assessment of the effectiveness of the applied measures to ensure the security of Personal Data; and other measures provided by law; and
(c) the third party — the Company’s partner — is prohibited from transferring and disseminating Users’ Personal Data.
8. Final Provisions
8.1. The Company undertakes to take all necessary organizational and technical measures to ensure the confidentiality, integrity, preservation, and availability of Users’ Personal Data.
8.2. The Company has the right to amend and/or supplement the Policy at any time. The current text of the Policy is posted on the Website. Continued use of the Website or its services after publication of a new edition of the Policy constitutes the User’s acceptance of the Policy and its terms.

